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Scalefusion foriOS Device Management

Effortlessly manage and safeguard your collection of iOS devices. Seamlessly deploy a diverse array of restrictions
and essential applications and content on your iOS devices, whether they are owned by the company or the
personal devices used by employees ( Bring Your Own Device/BYOD) at work.

Overview Introduction
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for companies. In order to maximize employee productivity, it is essential to provide
them with all the necessary business resources and applications. Ensuring the full
potential of iPhones and iPads for business and work while maintaining corporate
data security is a top priority for IT teams.

While Apple Business Manager streamlines the process of distributing devices
throughout an organization, it is crucial to configure the devices according to their
specific use-cases in order to maximize productivity and efficiency for both the i0OS
devices and the employees.

While crafting an impactful mobility strategy, it is also important to consider the
personal devices that are used by the employees for work. Apple devices are
extensively preferred for personal use by the employees and empowering the
employees to use their favorite Apple devices for work can positively impact the
business. Accommodating these BYO iOS devices in the mobility strategy is crucial to
extend the flexibility to the employees to work from anywhere. With Scalefusion i0OS
management, IT teams can design policies for BYO devices where business resources
are made available on employee-owned devices without intruding employee’s
personal data and apps.
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Streamlining iOS device deployment, configuring it for business, securing
it from unauthorized access and misuse and providing uninterrupted
assistance during device operation is a key step in implementing a
dependable mobility strategy in the organization. With Scalefusion,
businesses can provide essential business tools while exercising IT control.

Quick and Easy BYO Device Enrollment

Get more things done by allowing your employees to work from anywhere,
anytime. IT admins can extend quick support to employees using their
personal iPhones and iPads for work with Scalefusion. With QR-code
based enrollment, employees can quickly enroll their BYO devices into
Scalefusion and optimize the business apps and resources made available
by the IT. Effective compartmentalization between personal and private
applications ensures privacy for employee’s personal data. Users can opt
out of enrollment at any point of time without impacting their device
configuration or personal data.
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Comprehensive Policy Applica-
tion, Privacy and Security
Configuration

With Scalefusion’s unified dashboard, IT admins can create
comprehensive policy settings and instantly apply it on the
managed iPhones and iPads. Administrators can allow/

block applications, configure security settings such as media
sharing, push network configurations including WiFi, hotspot
and roaming. For streamlining business work , administrators
can also push Email and Exchange settings on the devices.
Administrators can also delay OS updates for up to 90 days. For
effective management, administrators can also create device
or user groups. A specific set of policy configurations can be
applied to certain groups based on business use-cases.

Certificate Management

Scalefusion takes its MDM platform to the next level by
introducing Digital Certificates on the iOS platform. This
revolutionary addition not only enhances provisioning and
authenticity, but also streamlines the Certificate Management
process through Scalefusion. Furthermore, foriOS devices,
digital certificates can now be seamlessly integrated with
enterprise Wi-Fi configurations. By implementing this feature,
all new managed devices that undergo Wi-Fi configuration
will automatically be equipped with the necessary certificate
payload.

Custom Payload

Scalefusion offers support for Active Directory and LDAP
payloads specifically for iOS devices. This enables IT admins
to seamlessly implement the mentioned policies on managed
devices. Moreover, IT admins have the flexibility to configure
custom payloads, allowing for the deployment of personalized
components such as calendar and email settings, network
configurations, certificates, and device restrictions. To simplify
the process, IT admins can utilize our advanced XML editor to
effortlessly push the Custom Payload directly onto managed
profiles through the dashboard.
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Lock Screen Settings

Scalefusion offers IT administrators the ability to control

the lock screen settings on their managed iOS devices. With
Scalefusion, IT admins have the power to allow or restrict
notifications, passcode usage, and Siri access on the lock
screen. Furthermore, they can also choose to allow or restrict
users from utilizing Touch ID to unlock their devices. Once

a setting is enabled, users will no longer have the ability to
change it.

Lost Mode Support

Scalefusion allows IT admins to mark the device as lost,
preventing further usage of the device even on restart. At the
time of marking the device in lost mode, the admins can also
specify a message to be displayed on lock screen, footnote
message and phone number to appear on device.

Other Security Settings

Administrators can enforce passcode policies, enhanced
security settings for Safari browser, media sharing,
connections to other Apple devices via Airdrop and Bluetooth,
iCloud, App store, and restrict users from accessing camera
and screenshots. For BYO devices, IT admins can restrict
personal apps from accessing work apps and vice-a-versa.
Admins can remotely lock stolen or misplaced devices and
also secure business data with remote wipe-off through
Scalefusion dashboard.

Web Content Filtering

Scalefusion offers IT admins the ability to control the browsing
experience on the iOS devices, by providing controls that
access to the websites and apply content-filtering policies

and restrictions. IT admins can create a master list of websites
that they want to give access to users and only those websites
would be accessible, eliminating the unnecessary browsing. IT
admins also have the ability to whitelist specific websites.



“J Scalefusion

Seamless App & Book Distribution

Power your devices with the latest business apps and
resources. Scalefusion and Apple VPP conjointly enable IT
admins to publish business-specific apps on managed iPhones
and iPads. IT teams can also upload enterprise apps and
privately distribute it on managed devices for business use.
Administrators can purchase app licenses in bulk, distribute it
on the devices, revoke app licenses from retired devices and
redistribute the licenses to new devices.
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App Catalog

Discover, install and update the latest version of third-party
apps right from the Scalefusion dashboard without a need

to connect your Scalefusion account to Apple App Store. IT
admins can publish the apps and the employees can install the
apps on their devices when they want to. Make apps readily
available for installation and configuration by adding them to
App Catalog, and also choose to auto update apps.

Troubleshooting Made Easy with Remote Cast

Scalefusion empowers IT teams to minimize device downtime and swiftly resolve device issues through the use of Remote Cast. With

this feature, administrators can effortlessly cast screens of iPhones and iPads, allowing them to closely monitor and address any

device-related concerns. Additionally, they have the ability to capture screenshots, record screen sessions, and even raise tickets
directly to their preferred ITSM tool, seamlessly integrated within the Scalefusion dashboard.

Location Tracking & Geofencing

For remote and frontline employees, device location tracking can be helpful in extending improved management, streamlined

troubleshooting and security. IT admins can track device location, get route history, Enforce ‘GPS always ON’ and monitor multiple

iOS devices at a time.

IT admins can also set radius of operation and track when the device moves in or out to optimize frontline employee operations on

the field.
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Inventory Overview, Reporting and Automated Alerts

When enterprise IT is in charge of a large device inventory that is spread across diverse geographical locations, it becomes strenuous
to keep an individual track on all the devices. Scalefusion MDM offers a 360-degree overview of the entire device inventory which
includes individual device details such as battery level, last seen, OS version etc. IT admins can also generate contextual reports for
various device parameters, including device availability, and device vitals such as battery history and available and used storage.

Summary

Accelerate your employee productivity with iOS devices. Extend support for diverse management models for iPhones and iPads used
for work with Scalefusion without downgrading the flawless user experience offered by Apple.

Try it now for free .

Register for a free 14-day evaluation
at www.scalefusion.com

Get a Demo

Request a demonstration and see how Scalefusion
can help you in managing your devices and securing

your corporate data.

Book a Demo

About Scalefusion Enterprise Sales & Partnerships Call Us

Ambitious companies around the world trust Scalefusion to secure sales@scalefusion.com US: +1-415-650-4500

and manage endpoints including smartphones, tablets, laptops, partners@scalefusion.com UK: +44-7520-641664

rugged devices, POS and digital signages. Our mission is to make

Device Management simple and effortless along with providing world ”}' S1Le 2323710 ‘ > ARMIENS B NZ: +64-9-888-4315

class customer support. e e T Lo e
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